ABSTRACT
This paper explores how students view and use password protection. One of the questions addressed in this research is: Do student attitudes toward password protection impact how passwords are used? Another inquiry discussed in this paper is perception of the importance of the use of passwords. Interest in using an automated tool to facilitate use of password protection is also explored. Evidence connecting the use of passwords and the habits developed by undergraduates in protecting their information are also explored in this paper. Some of the questions addressed in this research include the following:
• 
INTRODUCTION
asswords may be words or strings of characters that are used to verify identity to gain access to a resource. Passwords have been used in ancient times especially as guard words for sentries and other military applications (About.com, 2011). In modern times, passwords have been associated with computers since their early days and used to verify identity for logging into the system (Morris & Thompson, 1979) . Remembering a few passwords is generally not a difficult task; however, as more computers, networks and web sites are used the more challenging the effort. In addition to the number of devices expanding that require passwords the range of uses has also increase the need for more passwords. Ideally every password should be unique, but it may not be possible to reduce the number of passwords to be remembered without decreasing security (The JNT Association, 2007). Given the increase in the demands for passwords, how do users perceive the challenges and address the need for securing their identities through passwords? To begin to answer this question, the research in this paper examines the perceptions of undergraduate students about their use of passwords.
PROCEDURE
A survey was administered to undergraduate students at a small private college on the east coast. A copy of the survey questions is available in Appendix A. The purpose of the research was to gather information about the use of passwords by students and their attitudes about securing information through passwords. The frequency of password usage and the types of applications that require passwords were also investigated. The number of passwords used along with their frequency of changing the password was collected in this survey. Student perception about the importance of the use of password protection for securing a variety of electronic devices including desktop computers, iPads, laptops, cell phones and e-readers was captured in this assessment.
POPULATION
The target population for this research is undergraduate students. This research sampled students in three undergraduate quantitative courses. The majority of students in the sample were juniors who were majoring in business; the sample size was 49. It is believed that the results of the sampling process used are generalizable to the target population of undergraduate students and reflect the perception and practice of password protection.
RESEARCH QUESTIONS
This paper examines the perceptions about password protection as well as the practice of password protection. Questions explored surrounding the perception of password protection includes: (1) How do students view the importance of password protection? (2) How difficult is it to change passwords? (3) What is the interest in an automated tool to manage passwords? Questions that address the practice of password protection by students are: (1) How many web sites and what types of sites do students visit that require passwords? (2) How many passwords do students use? (3) Do students change passwords more frequently on voluntarily or an involuntary basis? The answers to these questions are addressed in the survey and consequently they are summarized using descriptive statistics.
This research also investigates the relationship between certain perceptions and their connection to practice. These questions include: (1) Does the perception of password protection importance impact password usage? (2) Does the perception of importance affect interest in an automated software management tool? (3) Does the difficultly in changing passwords impact the interest in an automated tool? (4) Do the number of sites visited increase the usage of passwords?
The four questions addressing the relationships between perception and practice were analyzed using contingency tables with a chi-square with a phi coefficient to test the associations. Phi is a chi-square based measure of association; the chi-square coefficient depends on the strength of the relationship and sample size. Since phi has a known sampling distribution it is possible to compute its standard error and significance (Howell, 2002) . For this analysis the strength of the association will be assessed through a rule of thumb which provides a range of values for Phi and verbal assessment. Strong negative and strong positive associations are represented by Phi values between -1.0 to -.7 and .7 to 1.0, respectively. Weak negative and positive associations are between -.7 to -.3 and .3 to .7, respectively. Values of Phi indicating little or no association are between -.3 to .3 (Simon, 2005) . Table 1 identifies the sources of the analysis from the survey questions. In this table each question and a brief caption is presented to identify the relationships that were examined. Several variables were recoded to develop categorical groups for the analysis; these groups and their labels are in Table 2 . Tables 1 and 2 connect the questions in the survey to the variables that will be examined in this research. The results of this analysis are presented in the following section. 
SURVEY INSTRUMENT

DISCUSSION OF PERCEPTIONS
Descriptive statistics are provided for the results of the perception questionnaire before examining the relationship between perception and practice. The first question examined the number of web sites that require a password. Table 3 presents the distribution of responses to question 1. Approximately 78% of the students in the sample visit web sites that require 10 or fewer passwords. The categories of web sites that require passwords are displayed in Table 4 . Approximately 57% visit at least one banking site, over 60% surf to at least two social networking sites, 32% enter at least 2 shopping sites, and about 77% do not use any gaming sites that require a password. The importance of password security is provided in Table 5 . About 94% rated password protection as extremely or somewhat important. The number of passwords used in displayed in Table 6 ; fifty-five percent of the students use between three and five passwords. Tables 7 and 7a present the voluntary and involuntarily required changing of passwords, respectively. The majority of students (67%) never voluntarily change their passwords; the majority (51%) of participants is required to change their passwords on a monthly basis. Table 8 , the level of difficulty in changing passwords is shown. The degree of difficulty in changing passwords was almost evenly divided between those who answered as difficult or worse and those that felt it was not difficult. Familiarity with software that assists in creating, saving, and recalling password revealed that 85% did not know that software existed to facilitate working with passwords as displayed in Table 9 . Approximately 57% of respondents as provided in Table 10 would be interested in software that helped in managing passwords. Table 11 displays the relative importance of password protection based on the type of device. In this table, extremely high importance was attributed to the desktop computer, iPad/tablet, laptop/netbook, cell phone and ereader as 46.7%, 28.6%, 61.2%, 46.9%, and 6.1%, respectively. Clearly the laptop/netbook was identified as the most critical device for password security. 
Discussion of the Relationships between Perception and Practice
The next analysis connects student views (perceptions about password protection) with their behavior (practice). Contingency tables with chi-square analysis were used to investigate the relationship among the variables identified in Table 12 . In this table each of the variable constructs are connected to the questions in the survey and defined in terms of how the categories were created. For example, the variable importance was developed from question three and has two categories: high and low; respondents who answered this question with choices (a) or (b) were classified as high importance and students who selected (c) or (d) were assigned to the low importance category. As a result of Table 12 the variables that will be investigated using contingency table analysis are sites visited, importance, usage, difficulty, and interest. Does the level of difficult in changing password support more interest in an automated solution for managing passwords? Figure 3 presents the relationship between difficulty and interest. There was a significant relationship at an alpha of .05 between difficulty and interest χ 2 (1) = 11.506 p = .001. The Phi coefficient was .5 which also suggests a positive association between difficulty and interest.
Figure 3
Are students who view passwords as important more inclined to use passwords more frequently? Figure 4 displays the relationship between importance and usage. There was no significant association between importance and usage at an alpha of .05 χ 2 (3) = 1.592, p = .661. The Phi coefficient was .180 which also indicates a weak association between these variables. The number of sites visited that require passwords and the perception of the importance of password protection appear to be unrelated.
Figure 4 CONCLUSION
This paper examined the perceptions and practices of students in password protection. A survey was administered to undergraduates to collect data about their views and behaviors in password protection. This research contributes to understanding some of the attitudes and habits of students in their use of passwords. Approximately 94% of the respondents to the survey felt that password protection was important. The perception of the degree of trouble of changing password was almost evenly divided between a high level of difficult and a low level of difficulty among the students surveyed. The majority of students in the study (57%) are interested in learning about a software tool to automate password management.
In terms of the relationships between the perceptions and the behaviors reported in the survey, it was found that there is a significant relationship between the number of sites requiring passwords and the use of passwords. No statistical association between the importance of passwords and their use. There was no significant relationship found between the importance of password protection and interest in a software tool to automate password management. On the other hand there was a significant relationship between the difficulty in changing passwords and interest in an automated tool. Additional research with larger samples is recommended to develop more complete exploratory models that would connect the perception of password protection with its associated behaviors. Knott is investigating innovative ways to teach and engage students in operations research and statistical methods as well as in the area of encryption and portable data storage. She is also working in the area of health care, information technology, and marketing. She collaborates extensively with other Marymount faculty members and presents her research with these colleagues at professional conferences around the world. E-mail: cknott@marymount.edu. Corresponding author.
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